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ABSTRACT

Web service technology changes the way of conducting business by opening their services to the whole
business world over the networks. This property of Web services makes the security and privacy issues
more important because the access to the services becomes easier. Many Web service standards are
emerging to make Web services secure and privacy protected. This chapter discusses two of them,; SAML
(OASIS, 2005) and XACML (OASIS, 2005). SAML is an XML-based framework for communicating
user authentication, entitlement, and attribute information. In other words, SAML handles the user
authentication and also carries attribute information for authorization (access control). XACML is the
complementary standard of OASIS to make the access control decisions. This work is realized within
the scope of the IST 027074 SAPHIRE Project which is an intelligent health care monitoring and deci-
sion support system.

INTRODUCTION privacy issues more important because the access

to the services becomes easier. Furthermore, the
Web service technology changes the way of privacy and security issues are indispensable for
conducting business by opening their services to Web service technology in order to make them
the whole business world over the networks. This acceptable in more sensitive business transac-
property of Web services makes the security and tions.
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Many Web service standards are emerging to
make Web services secure and privacy protected.
Some of the available standards are WS-Security
(OASIS, 2004), WS-Policy (W3C, 2006), WS-
Trust (IBM, BEA Systems, Microsoft, Layer 7
Technologies, Oblix, VeriSign, Actional, Com-
puter Associates, OpenNetwork Technologies,
Ping Identity, Reactivity, RSA Security, 2005),
and WS-SecurityPolicy (IBM, Microsoft, RSA
Security, VeriSign, 2005).

In this chapter, we discuss two security and
privacy related standards for Web services,
namely, SAML (OASIS, 2005) and XACML (OA-
SIS, 2005). SAML is an XML-based framework
for communicating user authentication, entitle-
ment, and attribute information (OASIS, 2006,
http://www.oasis-open.org/committees/tc_home.
php?wg_abbrev=security). In other words, SAML
handles the user authentication and also carries
attribute information for authorization (access
control). XACML is the complementary standard
of OASIS to make the access control decisions.
For example, once the identity of a physician is
confirmed by the system using SAML, whether
this physician in the role he plays has the right to
access the particular data of a particular patient
can be decided by using XACML mechanisms.

Generally, the clients of the Web services are
the software, not the direct users in B2B systems.
Therefore, usually access control decisions may
not be needed and only the authentication of the
requestor software is enough. However, there are
cases where authorization of the user becomes
important. In this chapter, we give areal life Web
service example from the health care domain
where a medical institute serves access to medi-
cal documents. Because a patient’s medical data
is sensitive information, the Web service needs
an authentication mechanism to authenticate the
user. Furthermore, an authorization decision is
necessary to decide if the user is allowed to ac-
cess to the Web service and the resource that it
has requested.
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This chapter describes the use of SAML and
XACML technologies to provide for the security
andprivacy of Webservices. This work isrealized
within the scope of the IST 027074 SAPHIRE Proj-
ect, which is an intelligent health care monitoring
and decision support system. SAPHIRE System
is a platform integrating the wireless medical
sensor data with hospital information systems.
The patient monitoring is achieved by using agent
technology where the “agent behaviour” is based
on computerized clinical practice guidelines. The
patient medical history stored in medical infor-
mation systems is accessed through semantically
enriched Web services. In this way, not only the
observations received from wireless medical sen-
sors, but also the patient medical history, is used
in the reasoning process. The security and the
privacy architectures described in this chapter
are developed for the SAPHIRE system.

The chapter is organized as follows; In Sec-
tion 3, OASIS standard XACML, the policy
language, the processing environment, and the
request/response context are described. Section
4 describes the Web Service profile of XACML.
Section 5 and Section 6 provide the details of the
XACML’s SAML profile. This profile describes
how to use SAML to carry XACML instances
and Role Based Access Control (RBAC) profile
of XACML. Section 7 describes the SAML token
profile for Web Service Security and subject con-
firmation methods. Finally, Section 8 presents a
comprehensivereal life example from the medical
domain which uses all the given profiles described
in this chapter.

ACCESS CONTROL AND SINGLE
SIGN-ON

Inorder to provide a strong access control mecha-
nism, a system should deal with several class
types. For example, the system should be able to
deal with the properties of participating entities
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such as principals (subjects), access control poli-
cies, documents (resources), and subject roles. In
addition to these, the system should also provide
some functionality like policy management, au-
thentication, audit, access control management,
and privilege management.

To provide such functionalities several access
control management models are proposed. One
of them is the “Control Model” which illustrates
how control is exerted over access to operations
on protected objects. In this model, there are five
actors: the Claimant, the Verifier, the Target,
the Access Control Information, and the Access
Control policy. The Claimant provides identity
information (e.g., attribute certificates or SAML
Assertions, etc.) about the subject to the Verifier.
The Target actor obtains information about the
resource (e.g., sensitivity level, resource ID) and
environment (e.g., time) and gives to the Verifier.
In this model, the Verifier may be owner of the
Target or may be an independent entity. Then, the
Verifier gets the applicable policies from the Tar-
get and evaluates the policy with the information
obtained from both the Target and the Claimant.
In this model, the communication between the
Claimant and Verifier can be performed in two
ways. In the first alternative, the Push model,
the Claimant provides the identity information
along with the request in a security token. In the
second alternative, Pull model, the Verifier gets
the identity information from a trusted party. The
ASTM E31.20 Working Draft - Privilege Manage-
ment Infrastructure (ASTM, 2006) describes the
factors that should be considered before choosing
the push or pull methodology. In the push model,
it is stated that the token holding the identity and
authentication information must be sufficiently
secure (token lifetime, validation, and encryption).
In the pull model, the authentication service and
attribute authority service mustbe accessible, and
a trusted communication should be established
with the trusted party.

This communication is better defined in the
“Delegationmodel.” The model defines anew actor

called the Source of Authority in addition to the
Verifier and Claimant. In this model, there should
be a strong trust relationship with the Source of
Authority and the Verifier. The Source of Au-
thority assigns privilege to Claimants by issuing
attribute credentials (e.g., attribute certificates or
SAML attribute assertions). Then, the Claimant
asserts its delegated privilege by demonstrating
its identity.

It is very hard to manage the access control
model when the access rules are based on the
real identities of the subject. In this case, for each
subject different access control policy should be
defined. Therefore, role-based access control is
more suitable for real life systems.

Figure 1 presents an adapted Role-Based
Access Control Schema from the ANSI RBAC
standard. Structural Roles are directly assigned
to the principals. However, Functional Roles are
assigned to Principal overasession. Then permis-
sions are assigned to the roles that are currently
active across all the user’s sessions. There are
several ways to represent the Role credentials for
auser. For example, SAML Attribute Assertions
attribute certificates, public-key certificates, en-
tries in a directory service, or XACML attributes
can be used.

Inthis document, we describe how the XACML
Role model can be used for the RBAC systems.
However, other alternatives also exist, such as
X509 Role Based infrastructure. In this model,
attribute certificates (AC) described in the X509
standard are used to represent role credentials.
The certifcates are obtained from the Attribute
Authority (AA). The Attribute Authority signs the
attribute certifcates in order to provide the trust.
InX.509rolebased infrastructure, Role-specifica-
tion ACs, Role-assignment ACs, and Policy ACs
can be used. However, this infrastructure needs a
policy language. In addition to XACML, Ponder
(Imperial Collage, 2000), Keynote (Keynote,
1999), and IBM Enterprise Privacy Authoriza-
tion Language (EPAL) (IBM, 2003) can be used
as the policy language.
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Figure 1. Role-based access control schema
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In addition to role attributes, several type of
information may be needed to implement access
control systems. Such information is named as
Access Control Information (ACI) in the Control
model. ISO defines possible ACI as follows:

. User ACI: Individual access control identi-
ties, organizational position, membership of
aproject or task group, sensitivity markings
to which access is allowed, integrity mark-
ings to which access is allowed, security
attributes of delegates, location (e.g., sign-on
workstation);

. Target ACI: Targetaccess control identities,
individual initiator access control identities
and the actions on the target allowed or de-
nied them, hierarchical group membership
access control identities and the actions on
the target allowed or denied them, functional
group membership access control identities
and the actions on the target allowed or de-
nied them, role access control identities and
the actions on the target allowed or denied
them, sensitivity markings, integrity mark-
ings;
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*  Action ACI: ACl associated with operating
zoning action (e.g., Sensitivity markings, in-
tegrity markings, originator identity, owner
identity), ACl associated with theactionas a
whole (e.g., initiator ACI, permitted initiator
and target pairs, permitted targets, permitted
initiators, allowed class of operations: read,
write, and so forth, required integrity level);
and

. Contextual ACI: Time periods, route,
location, system status (e.g., emergency),
strength of authentication.

EXTENSIBLE ACCESS MARKUP
LANGUAGE (XACML)

XACML is an XML-based markup language for
the policy management and access decisions. It
was approved and became an OASIS standard in
February 2003. It provides an XML schema for a
general policy language, which is used to protect
any kind of resource and make access decisions
over these resources. XACML standard not only
gives the model of the policy language, but also
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proposes a processing environment model to
manage the policies and to conclude the access
decisions. The XACML Context also specifies
Request/Response protocol that the application
environment can use to communicate with the
decision point. In the following sections, these
specifications are briefly described.

XACML Processing Environment
The XACML profile specifies five main actors

to handle access decisions: Policy Enforcement
Point (PEP), Policy Administration Point (PAP),

Policy Decision Point (PDP), Policy Information
Point (PIP), and a context handler.

Policy Administration Point (PAP): PAP is
the repository for the policies and provides
the policies to the Policy Decision Point
(PDP).

Policy Enforcement Point (PEP): PEP is actu-
ally the interface of the whole environment
to the outside world. It receives the access
requests and evaluates them with the help
of the other actors and permits or denies the
access to the resource.

Figure 2. XACML actors [OASIS, 2005. eXtensible Access Control Markup Language (XACML) Ver-

sion 2.0.]
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Policy Decision Point (PDP): PDP is the main
decision point for the access requests. It
collects all the necessary information from
other actors and concludes a decision.

Policy Information Point (PIP): PIP is the
point where the necessary attributes for the
policy evaluation are retrieved from several
external or internal actors. The attributes
can be retrieved from the resource to be
accessed, environment (e.g., time), subjects,
and so forth.

Figure 2 illustrates these actors and infor-
mation flow. As can be seen in the figure, the
Policy Enforcement Point (PEP) is the component
where the request is received. In this part, the
attributes in the request may be in the format of
the application environment (e.g., SAML, etc.).
The Policy Enforcement Point (PEP) sends the
request to the Context Handler. Context Handler
maps the request and attributes to the XACML
Request context and sends the request to the
Policy Decision Point (PDP). While evaluating
therequest, the Policy Decision Point (PDP) needs
some attributes and sends the attribute queries
to the Context Handler. The Context Handler
collects these attributes by the help of the Policy
Information Point (PIP) from the resources, sub-
jects, and the environment. After evaluation, the
Policy Decision Point (PDP) sends the XACML
Response to the Policy Enforcement Point (PEP)
via the Context Handler. The Policy Enforcement
Point (PEP) fulfills the obligations if they exist
and applies the authorization decision that Policy
Decision Point (PDP) concludes.

XACML Model
The language model is composed of three main
components, which are PolicySets, Policies, and

Rules.

Rule: A Rule element is the basic element of the
policy. It defines the target elements to which
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the rule is applied and gives conditions to
apply the rule. It has three components,
namely, target, effect,and condition. The tar-
get element defines the resources, subjects,
actions and the environment to which the
rule is applied. As an example, assume that
a physician is willing to access a patient’s
clinical summary data. If an XACML rule
is defined for such a case, the resource target
element can be the clinical summary data
type, target action can be the retrieval of
this data, and the environment can restrict
the access time. To apply the rule, all these
entities should match the defined subjects,
resources, actions, and environment in the
request context. The “Condition” element
gives the conditions to apply the rule. Con-
tinuing with the example, the condition can
be that the physician number accessing the
patient’s record should match the physician
number on the clinical summary data. “Ef-
fect” is the consequence of the rule as either
“permit,” or “deny.”

Policy: Policies are the set of rules which are com-
bined with some algorithms. The algorithms
used are called Rule-combining algorithms.
For example, “Permit Override” algorithm
allows the Policy to evaluate to “Permit” if
any rule in the policy evaluates to “Permit.”
If a rule evaluates to “Deny” and all others
are “Not Applicable,” the result is “Deny.”
Ifall the rules are “Not Applicable” then the
policy s “Not Applicable.” Policies have also
“target” elements which give the subjects,
resources, actions, and environment that
policy is applied. For example, a policy’s
subject can be a user role to indicate that
the policy restricts the access rights related
with that user role.

Another component is the obligations which
define necessary actions if the policy is evaluated
to “Permit” before giving access to resource.
For example, a possible obligation is to send an



Using SAML and XACML for Web Service Security and Privacy

e-mail to the patient when his clinical summary
data is accessed.

PolicySet: A set of policies compose the policy
sets by policy-combining algorithm asin the
policy. Ithas also “target” and “obligations”
components with the same semantics.

XACML Context

The request and response context used by the
Policy Decision Point (PDP) are also defined in
the standard. This contextis actually the interface
to the application environment to insulate the
core XACML language. Therefore, applications
can use other representations like SAML, which
is the most suitable one for the attributes. Then,
the Policy Enforcement Point (PEP) applications
convert these attribute representations to the
XACML context attributes.

The top level element of the context schema
is the “Request” element. It includes four com-
ponents as “Subject,” “Resource,” “Action,”
and “Environment.” For example, the “Subject”
element contains subject’s details such as name,
e-mail, role, and so forth, and can occur more than
once. Furthermore, each “Subject” element may
describe the entity associated with the request.
“Resource” elements specify the resources for
which access is requested, such as a patient’s
clinical summary data. The requested action to
be performed on resource is specified by “Ac-
tion” element such as “read” or “write.” Finally
“Environment” element contains attributes of
the environment.

The “Response” element is the authorization
decision information produced by the Policy
Decision Point (PDP). It includes one or more
“Result” elements. The “Result” element includes
the “Decision” element which can be “Permit,”
“Deny,” “Indeterminate,” or “NotApplicable.”
“Indeterminate” means that the Policy Decision
Point (PDP) is somehow unable to evaluate the

Request. “NotApplicable” is produced when there
is no applicable policy to the request. Another
element in the “Response” is the “Status” ele-
ment which gives the errors occurred and their
descriptions while evaluating the request. The
last element is the “Obligations” element. This
element includes the obligations specified in the
“PolicySet” and “Policy” elements in the policy
description which should be fulfilled before giv-
ing permit to the request.

XACML PROFILE FOR WEB
SERVICES

The motivation behind this profile is to manage
the optional features and parameters of the tech-
nical aspects like reliable messaging, privacy,
authorization, security, authentication, and so
forth. Therefore, this profile can be used as
complementary to Web service standards, such as
WS-ReliableMessaging, WS-Security, WS-Trust,
and so forth. The two end points of the Web ser-
vice, the provider and consumer, determine their
preferences and mandatory features related with
these aspects and may define them in XACML.
During the service invocation these policies are
combined, and either a successful invocation is
realized which fulfills the requirements of both
parties or invocation fails because a requirement
is not satisfied.

XACML Web Service profile (OASIS, 2003)
is restrictions over the core model to apply the
XACML concepts over the Web service data
model. The first restriction is actually specifying
the target of the “PolicySet” as the Web service
port which binds the “PolicySet” to Web Ser-
vice endpoint definition. In addition to this, if it
is desired to bind a “PolicySet” to Web service
operations rather than to bind them to a port, a
second level “PolicySet” is used inside in which
target element refers to the Web service operations.
The Policy elements in the “PolicySet” elements
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correspond to the aspects of the end-point policy.
For example, it can define a security policy for an
operation of a Web service port, which should be
fulfilled in order to achieve successful invocation
of the operation.

The profile also gives bindings of “PolicySet”
elements to WSDL 1.1 and SOAP 1.1 in order
to facilitate distribution of the policies by these
standards. The WSDL 1.1 schema is extended by
adding an extension element “PolicySetldRefer-
ence” to “port” element. For the SOAP binding
the “PolicySet” elements are carried in the SOAP
headers.

SAML 2.0 PROFILE OF XACML V2.0

The contents of the messages exchanged between
the XACML actors are specified in the XACML
standard. For example, the Policy Enforcement
Point (PEP) sends the request to the Policy De-
cision Point (PDP) with the “Request” element
defined in the XACML context. However, the
protocol and transport mechanisms for these
messages are not set. SAML by its nature is
designed for carrying the security and authori-
zation related information and have the bindings
to basic transportation mechanisms. Therefore,
OASIS publishes a SAML profile for the XACML
(OASIS, 2005) to carry the XACML messages
between the XACML actors. This profile defines
the usage of SAML 2.0 to protect, transport, and
request XACML instances and other information.
It defines six types of queries or statements:

AttributeQuery: This query may be used by the
Policy Information Point (PIP)s to request
attributes from Attribute Authorities or
Attribute Repositories (e.g., LDAP, etc.). It
is a standard SAML Request. For example,
this query can be used to retrieve patient’s
e-mail address to satisfy an obligation that
requests the patient to be notified each time
his clinical data is accessed.
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AttributeStatement: The statement is the re-
sponse to the attribute query giving one or
more attributes;

XACMLPolicyQuery: This query is used for
requesting policies from the Policy Ad-
minstration Point (PAP). The element is
extension of SAML Request element. For
example, this query can be used to retrieve
policies specific to a patient;

XACMLPolicyStatement: This element is an
extension to SAML Statement. It carries
the policies requested from the Policy Ad-
minstration Point (PAP);

XACMLAuthzDecisionQuery: This element is
also extension for SAML Request element.
It carries the XACML Request that the
Policy Enforcement Point (PEP) sends to
the Policy Decision Point (PDP) to request
authorization decision; and

XACMLAuthzDecisionStatement: XACML-
AuthzDecisionStatement is an extension
for SAML Statement element. It carries
the XACML Response message sent from
the Policy Decision Point (PDP) to Policy
Enforcement Point (PEP).

CORE AND HIERARCHICAL
ROLE-BASED ACCESS CONTROL
(RBAC) PROFILE OF XACML V2.0

Most applications use role-based authorization
and access control system rather than autho-
rize individual subjects. ANSI-RBAC is the
well-known role-based access control standard.
XACMLRBAC profile (OASIS, 2005) defines the
usage of XACML to meet the requirements in the
ANSIRBAC “core” and “hierarchical”’ standards.
Mainly, it can handle the access control decisions
for a given subject having specific roles. In ad-
dition, it can be answered if a subject is allowed
to have a specific role. Another capability of this
profile is related with the hierarchical roles. From
the subjects existing roles, it can be deduced that
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if the subject has the permissions on another role
by determining if the role is the junior role of the
existing roles subject have.

XACML express roles as attributes with “At-
tributeld” equals to “&role.” Then, role values
are set as attribute values. In order to provide the
role-based control, the profile defines four types of
policy sets. The first one is the Role <PolicySet>
(RPS), which defines the role and has reference
to Permission <PolicySet> (PPS). For eachrole, a
Role <PolicySet> should be defined. Permission
<PolicySet> defines the actual permission on the
resource. These policy sets are not directly used
and only referenced from Role <PolicySet>s. The
following example illustrates these policies.

Figure 3 gives the “RolePolicy” of the role
“DirectCareProvider.” It matches the subject
role and includes a reference, the “Permission-
Policy,” which states the rules about the role over
the resources. Figure 4 illustrates the “Permis-
sionPolicy” for the “DirectCareProvider” role.
As seen from the figure, the <Policy> element
has the permit-overrides as the rule-combin-
ing algorithm. Therefore, if any of the rules are

Figure 3. Role <Policy>

evaluated to “Permit,” then the whole policy is
evaluated as “Permit.” The rules inside the policy
state the actions that the role is allowed to take
on the resources. The first rule states that this
permission policy gives permission to read the
resources, which has the resource identification
“Sensitive Clinical Information.” In fact, in this
example, we use the types of resources as the
resource identification.

WEB SERVICE SECURITY SAML
TOKEN PROFILE

This profile defines the extensions to use SAML
together with the Web Service Security standard.
According to this profile, SAML assertions can be
carried inthe wsse:Security headers or in the other
parts of the SOAP message. Therefore, references
to SAML assertions may be in several contexts.
Forexample,a SAML assertion can be referenced
directly from wsse:Security header or <KeyInfo>
element of digital signature. These referencing
issues are described clearly in the profile.

-combine;permit-overrides™>
<Target>
<Subjects>
<Subject>
<SubjectMatch Matchld="&function;anyURI-equal”>

</SubjectMatch>
</Subject>
</Subjects>
<[Target>

</PolicySet>

<PolicySet xmIns="urn:oasis:names:tc:xacml:2.0:policy:schema:os” PolicySetld="RPS:DCP:role” PolicyCombiningAlgld="&policy

<AttributeValue DataType="&xml;anyURI">&roles;DirectCareProvider </AttributeValue>
<SubjectAttributeDesignator Attributeld="&role;” DataType="&xml;anyURI"/>

<l—Give Reference to Permission Policy for DirectCareProvider role-->
<PolicySetldReference>PPS:DCP:role</PolicySetldReference>
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Figure 4. Permission <Policy>

<PolicySet xmins="urn:oasis:names:tc:xacml:2.0:policy:schema:os” PolicySetld="PPS:DCP:role” PolicyCombiningAlgld="&policy-
combine;permit-overrides”>
<l-- Permissions for the Direct Care Provider-->
<Policy Policyld="Permissions:DirectCareProvider “ RuleCombiningAlgld="&rule-combine;permit-overrides”>
<Rule Ruleld="Permission:read:SensitiveClinicallnformation “ Effect="Permit">
<Target>
<Resources>
<Resource>
<ResourceMatch Matchld="&function;string-equal”>
<AttributeValue DataType="&xml;string”>Sensitive Clinical Information </AttributeValue>
<ResourceAttributeDesignator Attributeld="&resource;resource-id” DataType="&xml;string”/>
</ResourceMatch>
</Resource>
</Resources>
<Actions><Action>
<ActionMatch Matchld="&function;string-equal™>
<AttributeValue DataType="&xml;string">read</AttributeValue>
<ActionAttributeDesignator Attributeld="&action;action-id” DataType="&xml;string’/>
</ActionMatch>
</Action></Actions>
<[Target>
</Rule>
<Rule Ruleld="Permission:read:BillingInformation “ Effect="Permit">
<Target>
<Resources>
<Resource>
<ResourceMatch Matchld="&function;string-equal™>
<AttributeValue DataType="&xml;string">Billing Information </AttributeValue>
<ResourceAttributeDesignator Attributeld="&resource;resource-id” DataType="&xml;string”/>
</ResourceMatch>
</Resource>
</Resources>
<Actions>
<Action>
<ActionMatch Matchld="&function;string-equal™>
<AttributeValue DataType="&xml;string">read</AttributeValue>
<ActionAttributeDesignator Attributeld="&action;action-id” DataType="&xml;string’/>
</ActionMatch>
</Action>
</Actions>
<[Target>
</Rule>
</Policy>
</PolicySet>
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Another important issue in this profile is
subject confimations of SAML assertions. The
<Subject>element in the SAML assertion identi-
fies the subject of the assertion by giving some of
the subject attributes. The subject of the assertion
should be confirmed by some mechanism when the
relying party wants to be sure about the requests
or messages coming from the entity associated
with the subject. SAML has defined three methods
for the subject confirmation.

Holder-of-Key

The URI of this method in SAML is urn.oasis:
names:tc:.SAML:2.0:cm:holder-of-key. This
method establishes the subject confirmation by
giving information about a public or secret key that
the subject holds. To achieve this, SubjectConfir-
mation element includes one or more <KeyInfo>
element which can either have the key value or
some information about how to access to the key.
The attesting entity (associated subject of the
assertion) should use digital signatures and sign
the message it sends by the confirmation key to
accomplish subject confirmation. Then the re-
ceiver (relying party) use the SubjectConfirmation
content (KeylInfo elements) to verify the digital
signature of the message or request.

Sender Vouches

The URI of this method is urn:oasis:names:tc:
SAML:2.0:cm:sender-vouches. Inthis method, no
information exists about the use of assertions and
the relying party should use other methodologies
for subject confirmation.

Bearer

The URI is wrncoasis:names:tc:SAML:2.0:cm:
bearer. In this method, the bearer (carrier) of
the assertion is assumed to be the subject of the
assertion.

This profile requires that either holder-of-key
or sender-vouches methods be used for subject
confirmation. The profile also gives the process-
ing rules for receiver and sender to process the
SubjectConfirmation element.

EXAMPLE: IHE RETRIEVE
INFORMATION FOR DISPLAY (RID)
WEB SERVICE

In this section, the use of the described technolo-
giesis explained through an example Web service,
called IHE-RID, employed in the health care
domain. IHE is an initiative by health care profes-
sionals and industry to improve the way computer
systems in health care share information (IHE,
2006). IHE publishes Integration Profiles in order
to provide interoperability between health care
enterprises for specific use cases. The IHE Re-
trieve Information for Display Integration Profile
(IHE-RID) provides simple and rapid read-only
access to patient-centric clinical information that
is located outside the user’s current application,
butisimportant for better patient care (e.g., access
to lab reports from radiology department) (IHE,
2005). It supports access to existing persistent
documents in well-known presentation formats
suchas CDA (Level 1), PDF, JPEG, and so forth. It
also supportsaccess to specific key patient-centric
information such asallergies, current medications,
summary of reports, and so forth, for presentation
to a clinician. The technology used in this profile
is the Web services. A simplified version of the
description of the Web service is given in the Ap-
pendix A. Some of the messages and operations
areremoved for the sake of simplicity. We describe
the issues involved through a scenario.

Scenario
John Doe is a patient who has several health care

records and documents in the Ankara Hospital.
Ankara hospital implements IHE-RID profile
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and opens the IHE-RID Web service over the
Internet. The hospital has an access policy in or-
der to restrict the access to patient’s records. The
hospital system implements “Role Based Access
Control (RBAC)” model and have a specific list of
health care roles such as “Direct Care Provider”
or “General Care Provider” whose access can
either be permitted or denied over the resources
according to the policy. The Ankara hospital
has integrated this model to the IHE-RID Web
service. The hospital has also a policy about the
authentication and security issues.

Mr. Bob Barry is a general practioner, in the
role “General Care Provider,” looking after John
Doe. He accesses the IHE-RID Web service from
his office. At a certain point in time, he needs
the “Discharge Summary” records of John Doe
after the surgery that John went through at the
Ankara hospital.

XACML RBAC Policy over RID Web
Service

The consent that John Doe signed for the hospital
includes the following rules about the summary
types SUMMARY-SURGERY, SUMMARY-
DISCHARGE, SUMMARY-EMERGENCY;

1. Anyone can access SUMMARY-EMER-
GENCY.

2. Only General Care Provider and Direct
Care Provider can access SUMMARY-
DISCHARGE and an e-mail has to be sent
to the patient e-mail address.

3. OnlyDirectCare Provider canaccess SUM-
MARY-SURGERY. Alsoaccess time should
be between 8:00 am and 6:00 pm.

Therequired XACML policies to enforce these
rules are illustrated in the following figures.

Figure 5 shows the XACML Policy of the IHE-
RID Web service which includes three role policy
sets: one for the role Direct Care Provider; one for
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General Care Provider; and one for any role for
this example. The resource of the root policy set
matches with the port address of the Web service.
The <PolicySetIdReference> elements reference
to Permission Policy Sets in which the rules for
access controls exist.

Figure 6 illustrates the Permission Policy Set
for any role. In this example, anyone can access
SUMMARY-EMERGENCY type of informa-
tion through the IHE-RID Web service. <Ac-
tionMatch> element states that the “action-id”
attribute in the request context should be equal
to “read.” <ResourceMatch> element restricts the
rule to SUMMARY-EMERGENCY documents.
The “requestType” element of the Web service
input carries what type of information the subject
wishes to access about the patient. This element
value should be placed in the resource-id attribute
in the request context.

Figure 7 shows the Permission Policy Set
for GeneralCareProvider who can access SUM-
MARY-DISCHARGE type of information. As
in the case above, <ResourceMatch> element
restricts the rule to SUMMARY-DISCHARGE
type of information.

In this policy, there is also an obligation
that an e-mail should be sent to patient about
the person who accesses his SUMMARY_DIS-
HARGE information. Policy Enforcement Point
(PEP) processes this obligation. The attributes
that is used while sending the e-mail are taken
from the request context’s resource and subject
attributes. At the end of the policy, by using
<PolicySetldReference> element, we give refer-
ence to Permission Policy Set for anyone. This
allows the GeneralCareProvider role to access
SUMMARY-EMERGENCY.

Figure 8 illustrates the Permission Policy Set
for DirectCareProvider role. Like others, this
policy restricts the rule to apply on aspecific type,
which is SUMMARY-DISCHARGE. <Apply>
element in the <Condition> element states that
time should be between 08:00 and 18:00. Giving



Using SAML and XACML for Web Service Security and Privacy

Figure 5. RID XACML policy

<PolicySet xmins="urn:oasis:names:tc:xacml:2.0:policy:schema:os” PolicySetld="Policy-for-RID" PolicyCombiningAlgld="urn:oasis:
names:tc:xacml:2.0:policy-combining-algorithm:deny-overrides™
<l--PolicySet for RID Web Service-->
<Target>
<Subjects>
<AnySubject/>
</Subjects>
<Resources>
<ResourceMatch Matchld="urn:oasis:names:tc:xacml:2.0:function:string-equal™>
<AttributeValue DataType="anyURI">
<l--serviceX:portX-->
IHERetrieveForDisplay:IHERetrieveForDisplayHttpGet
</AttributeValue>
</ResourceMatch>
<ResourceAttributeDesignator Attributeld="urn:oasis:names:tc:xacml:2.0:attribute:portld” DataType="anyURI"/>
</Resources>
<Actions>
<AnyAction/>
</Actions>
<[Target>
<I--Role Policy for Direct Care Provider-->
<PolicySet xmins="urn:oasis:names:tc:xacml:2.0:policy:schema:os” PolicySetld="RPS:DCP:role” PolicyCombiningAlgld="urn:oasis:
names:tc:xacml:2.0:policy-combining-algorithm:permit-overrides™
<Target>
<Subjects>
<Subject>
<SubjectMatch Matchld="urn:oasis:names:tc:xacml:2.0:function:anyURI-equal”>
<AttributeValue DataType="anyURI">urn:example:roles:DirectCareProvider</AttributeValue>
<SubjectAttributeDesignator Attributeld="urn:example:attribute:role” DataType="anyURI"/>
</SubjectMatch>
</Subject>
</Subjects>
<[Target>
<l--Give Reference to Permission Policy for DirectCareProvider role-->
<PolicySetldReference>PPS:DCP:role</PolicySetldReference>
</PolicySet>
<I--Role Policy for General Care Provider-->
<PolicySet xmiIns="urn:oasis:names:tc:xacml:2.0:policy:schema:os” PolicySetld="RPS:GCP:role” PolicyCombiningAlgld="urn:
oasis:names:tc:xacml:2.0:policy-combining-algorithm:permit-overrides™
<Target>
<Subjects>
<Subject>
<SubjectMatch Matchld="urn:oasis:names:tc:xacml:2.0:function:anyURI-equal”™>
<AttributeValue DataType="anyURI">urn:example:roles:GeneralCareProvider</AttributeValue>
<SubjectAttributeDesignator Attributeld="urn:example:attribute:role” DataType="anyURI’/>
</SubjectMatch>
</Subject>
</Subjects>
<[Target>
<l--Give Reference to Permission Policy for DirectCareProvider role-->
<PolicySetldReference>PPS:GCP:role</PolicySetldReference>
</PolicySet>
<l--Reference to Permission Policy for any role-->
<PolicySetldReference>PPS:anyone:role</PolicySetldReference>
</PolicySet>
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Figure 6. Permission policy set (PPS) for any role

<PolicySet xmIns="urn:oasis:names:tc:xacml:2.0:policy:schema:os” PolicySetld="PPS:anyone:role” PolicyCombiningAlgld="urn:

<l-- Permissions for anyone in emergency case-->
overrides™>

<Target>
<Resources>
<Resource>

AttributeValue>

www.w3.0rg/2001/XMLSchemat#string’/>
</ResourceMatch>
</Resource>
</Resources>
<Actions>
<Action>

w3.0rg/2001/XMLSchema#string’/>
</ActionMatch>
</Action>
</Actions>
<[Target>
</Rule>
</Policy>
</PolicySet>

oasis:names:tc:xacml:2.0:policy-combining-algorithm:permit-overrides™
<Policy Policyld="Permissions:anyone” RuleCombiningAlgld="urn:oasis:names:tc:xacml:2.0:rule-combining-algorithm:permit-

<Rule Ruleld="Permission:read:SUMMARY-EMERGENCY” Effect="Permit">

<ResourceMatch Matchld="urn:oasis:names:tc:xacml:2.0:function:string-equal”>
<AttributeValue DataType="http:www.w3.0rg/2001/XMLSchema#tstring”>SUMMARY-EMERGENCY</

<ResourceAttributeDesignator Attibuteld=urn:"oasis:names:tc:xacml:2.0:resource:resource-id” DataType="http:

<ActionMatch Matchld="urn:oasis:names:tc:xacml:2.0:function:string-equal”>
<AttributeValue DataType="http:www.w3.0rg/2001/XMLSchema#tstring”>read</AttributeValue>
<ActionAttributeDesignator Attributeld="urn:oasis:names:tc:xacml:2.0:action:action-id” DataType="http:www.

reference to PPS:GCP:role the DirectCareProvider
role has gained all the rights of the GeneralCare-
Provider role.

User Authentication with SAML

Before handling the access control, authentica-
tion of the user should be handled. By using
the SAML Token profile for Web Services, we
may authenticate the user to the [HE-RID Web
service and get some attribute information to be
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used in the access control. Figure 9 illustrates
the SOAP message for Web service invocation
in our scenario. Dr. Bob Barry, using the system:
example.clinic.com tries to access SUMMARY-
DISCHARGE information of the patient with
123456 as patientID (the patient John Doe) by
invoking the RID Web service.

The SAML Assertion andrelated digital signa-
ture details are inserted into the <wsse:Security>
header. <Assertion>elementhas the “ID” attribute
which identifies the assertion in the message.
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Figure 7. PPS for GeneralCareProvider

<PolicySet xmins="urn:oasis:names:tc:xacml:2.0:policy:schema:os” PolicySetld="PPS:GCP:role” PolicyCombiningAlgld="urn:
oasis:names:tc:xacml:2.0:policy-combining-algorithm:permit-overrides™
<l-- Permissions for the General Care Provider-->
<Policy Policyld="Permissions:GeneralCareProvider” RuleCombiningAlgld="urn:oasis:names:tc:xacml:2.0:rule-combining-
algorithm:permit-overrides”™
<Rule Ruleld="Permission:read:SUMMARY-DISCHARGE" Effect="Permit">
<Target>
<Resources>
<Resource>
<ResourceMatch Matchld="urn:oasis:names:tc:xacml:2.0:function:string-equal™>
<AttributeValue DataType="http:www.w3.0rg/2001/XMLSchema#string”>SUMMARY-DISCHARGE</
AttributeValue>
<ResourceAttributeDesignator Attibuteld=urn:"oasis:names:tc:xacml:2.0:resource:resource-id” DataType="http:
www.w3.0rg/2001/XMLSchematstring’/>
</ResourceMatch>
</Resource>
</Resources>
<Actions>
<Action>
<ActionMatch Matchld="urn:oasis:names:tc:xacml:2.0:function:string-equal™>
<AttributeValue DataType="http:www.w3.0rg/2001/XMLSchemat#string”>read</AttributeValue>
<ActionAttributeDesignator Attributeld="urn:oasis:names:tc:xacml:2.0:action:action-id” DataType="http:www.
w3.0rg/2001/XMLSchematstring’/>
</ActionMatch>
</Action>
</Actions>
<[Target>
</Rule>
<Obligations>
<Obligation Obligationld="urn:oasis:names:tc:xacml:2.0:0bligation:email” FulfillOn="Permit">
<AttributeAssignment Attributeld="urn:oasis:names:tc:xacml:2.0:attribute:mailto” DataType="http://www.w3.0rg/2001/
XMLSchemat#string”>
<ResourceAttributeDesignator Attributeld="urn:oasis:names:tc:xacml:2.0:resource:mailto” DataType="http:www.
w3.0rg/2001/XMLSchematstring’/>
</AttributeAssignment>
<AttributeAssignment Attributeld="urn:oasis:names:tc:xacml:2.0:attribute:mailsubject” DataType="http://www.
w3.0rg/2001/XMLSchematstring”>
<SubjectAttributeDesignator Attributeld="urn:oasis:names:tc:xacml:2.0:subject:subject-id"/>
</AttributeAssignment>
</Obligation>
</Obligations>
</Policy>
<PolicySetldReference>PPS:anyone:role</PolicySetldReference>
</PolicySet>
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Figure 8. PPS for DirectCareProvider

<PolicySet xmiIns="urn:oasis:names:tc:xacml:2.0:policy:schema:os” PolicySetld="PPS:DCP:role” PolicyCombiningAlgld="urn:
oasis:names:tc:xacml:2.0:policy-combining-algorithm:permit-overrides™
<I-- Permissions for the Direct Care Provider-->
<Policy Policyld="Permissions:DirectCareProvider” RuleCombiningAlgld="urn:oasis:names:tc:xacml:2.0:rule-combining-
algorithm:permit-overrides™
<Rule Ruleld="Permission:read:SUMMARY-SURGERY” Effect="Permit">
<Target>
<Resources>
<Resource>
<ResourceMatch Matchld="urn:oasis:names:tc:xacml:2.0:function:string-equal”>
<AttributeValue DataType="http:www.w3.0rg/2001/XMLSchema#string”>SUMMARY-SURGERY</
AttributeValue>
<ResourceAttributeDesignator Attibuteld=urn:"oasis:names:tc:xacml:2.0:resource:resource-id” DataType="http:
www.w3.0rg/2001/XMLSchema#string’/>
</ResourceMatch>
</Resource>
</Resources>
<Actions>
<Action>
<ActionMatch Matchld="urn:0asis:names:tc:xacml:2.0:function:string-equal”>
<AttributeValue DataType="http:www.w3.0rg/2001/XMLSchemat#string”>read</AttributeValue>
<ActionAttributeDesignator Attributeld="urn:oasis:names:tc:xacml:2.0:action:action-id” DataType="http:www.
w3.0rg/2001/XMLSchematstring’/>
</ActionMatch>
</Action>
</Actions>
<[Target>
<Condition>
<Apply Functionld="urn:0asis:names:tc:xacml:2.0:function:time-in-range”>
<Apply Functionld="urn:oasis:names:tc:xacml:2.0:function:time-one-and-only”>
<EnvironmentAttributeDesignator Attributeld="urn:oasis:names:tc:xacml:2.0:environment:current-time”
DataType="http:www.w3.0rg/2001/XMLSchema#time”/>
</Apply>
<AttributeValue DataType="http:www.w3.0rg/2001/XMLSchema#time”>08:00:00</AttributeValue>
<AttributeValue DataType="http:www.w3.0rg/2001/XMLSchema#time”>18:00:00</AttributeValue>
</Apply>
</Condition>
</Rule>
<[Policy>
<PolicySetldReference>PPS:GCP:role</PolicySetldReference>
</PolicySet>
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Figure 9. SAML Assertion and SOAP message

<?xml version="1.0" encoding="UTF-8"?>
<S12:Envelope
xmins:xsi="http://www.w3.0rg/2001/XMLSchema-instance”
xmins:xsd="http://www.w3.0rg/2001/XMLSchema">
<§12:Header>
<wsse:Security>
<l--Assertion by the system (example.clinic.com) that Dr. Bob Barry uses -->
<saml:Assertion ID="12135464" Issuelnstant="2006-07-12T12:32:41.162Z" Issuer="example.clinic.com” xmIns:sam|="urn:
oasis:names:tc:SAML:2.0:assertion”>
<l--It is stated that this assertion is not valid after 2006-07-12712:37:41.162Z -->
<saml:Conditions NotOnOrAfter="2006-07-12T12:37:41.162Z’/>
<I--States subject name and subject confirmation of method-->
<saml:Subject>
<saml:NamelD NameQualifier=»example.clinic.com»>
Bob Barry
</saml:NamelD>
<saml:SubjectConfirmation Method=»urn:oasis:names:tc:SAML:2.0:cm:holder-of-key»>
<saml:SubjectConfirmationData xsi:type=»saml:KeyInfoConfirmationDataType»>
<ds:KeylInfo>
<ds:KeyValue>...</ds:KeyValue>
</ds:Keylnfo>
</saml:SubjectConfirmationData>
</saml:SubjectConfirmation>
</saml:Subject>
<saml:AttributeStatement>
<I--States the functional role about the patient-->
<saml:Attribute AttributeName=»role» AttributeNamespace=»urn:example:roles»>
<saml:AttributeValue>urn:example:roles:GeneralCareProvider</saml:AttributeValue>
</saml:Attribute>
<saml:Attribute AttributeName=»patientld» AttributeNamespace=»urn:example»>
<saml:AttributeValue>123456</saml:AttributeValue>
</saml:Attribute>
</saml:AttributeStatement>
<I--The example.clinic.com system signs the assertion with its own private key-->
<ds:Signature xmins:ds="http://www.w3.0rg/2000/09/xmldsig#">

<ds:Reference URI=»#12135464» xmins:ds=»http://www.w3.0rg/2000/09/xmldsig#»>
</ds:Reference>

</ds:Signature>
</saml:Assertion>
<l--Signature of the Dr. Bob Barry which is used to prove subject’s identity (subject confirmation)-->
<ds:Signature>
<ds:Signedinfo>
<ds:CanonicalizationMethod Algorithm=»http://www.w3.0rg/2001/10/xml-exc-c14n#»/>
<ds:SignatureMethod Algorithm=»http://www.w3.0rg/2000/09/xmldsig#rsa-sha1»/>
<ds:Reference URI=»#MsgBody»>
<ds:DigestMethod Algorithm="http://www.w3.0rg/2000/09/xmlidsig#sha1’/>
<ds:DigestValue>...</ds:DigestValue>
</ds:Reference>
</ds:SignedInfo>
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Figure 9. continued

<ds:SignatureValue>...</ds:SignatureValue>
<ds:KeyInfo>

samltoken-profile-1.1#SAMLV2.0*>

1.1#SAMLID">12135464</wsse:Keyldentifier>
</wsse:SecurityTokenReference>
</ds:KeylInfo>
</ds:Signature>
</wsse:Security>
</S12:Header>
<812:Body>

<I--Web Service Input-->

<l--requestType: type of the information requested-->

<RetrieveSummarylnfoHttpGetin>
<requestType>SUMMARY-DISCHARGE</requestType>
<patientlD>123456</patient|D>
<lowerDateTime>...</lowerDateTime>
<upperDateTime>...</upperDateTime>
<mostRecentResults>...</mostRecentResults>

</RetrieveSummarylnfoHttpGetin>

</S12:Body>
</S12:Envelope>

<wsse:Security TokenReference wsu:ld="STR1* wsse11: TokenType="http://docs.oasis-open.org/wss/oasis-wss-

<wsse:Keyldentifier wsu:ld="...“ ValueType="http://docs.oasis-open.org/wss/oasis-wss-saml-tokenprofile-

“Issuelnstant™ attribute gives the time when the
assertion is constructed at the example.clinic.
com site. “Issuer” attribute gives the owner of the
assertion. Inside the assertion, we can state con-
ditions regarding the assertion. In this example,
<Conditions> element states that this assertion
is not valid after some specific time in order to
prevent message replay attacks. The <Subject>
element specifies the subject of the assertion. In
our example, the subject’s name is stated to be
Bob Barry. The <SubjectConfirmation> element
gives the method and key info used to confirm the
subject, which is discussed in the sixth section. In
the <AttributeStatement> element example .clinic.
com states that the functional role of the subject on
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the patient is the role of “GeneralCareProvider”.
The <ds:Signature> element inside the assertion
is the signature of the example.clinic.com system
on the Assertion.

The other <ds:Signature> element outside the
assertionis the signature of Dr. Bob Barry (subject)
to use for subject confirmation. The signature
applies to message body and the <Keyldentifier>
element gives reference to ID of assertion, which
includes the <KeyValue>inside the <SubjectCon-
firmation> element. This <KeyValue> is used to
verify the signature.

The authentication implementation of the Web
service should first verify the assertion signature
(signature of example.clinic.com) in order to
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be sure about integrity of the assertion. In this
example, we assume that Web service imple-
mentation trusts the example.clinic.com. Some
mechanisms can be implemented which use trust
lists. After verification of the signature related
with the assertion, the system should confirm the
subject’s identity by the method defined through

Figure 10. XACML request

<SubjectConfirmation>element. In our example,
holder-of-key method is used. Therefore, the <ds:
Signature> element, which is used to sign the
message body with subject’s private key, should
be verified with the <KeyValue> element given
in the <SubjectCOnfirmationData> element in
the assertion.

<?xml version="1.0" encoding="UTF-8"?>
<XACMLAuthzDecisionQuery>

<Subject>

XMLSchemat#string” Issuer="example.clinic.com™
<AttributeValue>Bob Barry</AttributeValue>
</Attribute>

</Attribute>
</Subject>
<Resource>

<ResourceContent>

<rid:RetrieveSummarylInfoHttpGetin>
<rid:patientlD>123456</rid:patient|D>

</rid:RetrieveSummaryInfoHttpGetin>
</ResourceContent>

XMLSchema#anyURI™>
</Attribute>
XMLSchema#anyURI™>

</Attribute>
</Resource>
<Action>

XMLSchema##string”>
<AttributeValue>read</AttributeValue>
</Attribute>
</Action><Environment/>
</Request>
</XACMLAuthzDecisionQuery>

<Request xmIns="urn:oasis:names:tc:xacml:2.0:context:schema:os”
xmins:xsi="http://www.w3.0rg/2001/XMLSchema-instance”
xsi:schemalocation="urn:oasis:names:tc:xacml:2.0:context:schema:os
http://docs.oasis-open.org/xacml/access_control-xacml-2.0-context-schema-os.xsd”™>

<Attribute Attributeld="urn:oasis:names:tc:xacml:1.0:subject:subject-id” DataType="http://www.w3.0rg/2001/

<Attribute Attributeld="urn:example:attribute:role” DataType="anyURI” Issuer="example.clinic.com”>
<AttributeValue>GeneralCareProvider</AttributeValue>

<I--The web service input can be inserted into the ResourceContent if necessary-->

<rid:requestType>SUMMARY-DISCHARGE</rid:requestType>

<Attribute Attributeld="urn:oasis:names:tc:xacml:1.0:resource:resource-id” DataType="http://www.w3.0rg/2001/
<AttributeValue>SUMMARY-DISCHARGE</AttributeValue>
<Attribute Attributeld="urn:oasis:names:tc:xacml:2.0:resource:mailto” Date Type="http://www.w3.0rg/2001/

<AttributeValue>john.doe@example.com</AttributeValue>

<Attribute Attributeld="urn:oasis:names:tc:xacml:1.0:action:action-id” DataType="http://www.w3.0rg/2001/
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XACML Request

Untilnow, we have authenticated the user, obtained
some SAML attributes related with subject, and
we have the XACML policies. Now, we need
to evaluate the policies according to the inputs.
However, first of all, the XACML Request should
be constructed by some mechanism.

Inthe processing environment of XACML, this
partis called the Policy Enforcement Point (PEP)
as previously. Figure 10 illustrates the XACML
Request that the Policy Enforcement Point (PEP)
sends to the Policy Decision Point (PDP) inside the
SAML <XACMLAuthzDecisionQuery>element.
Asseen from the Request, the Policy Enforcement
Point (PEP) maps the SAML attributes to XACML
attributes for the <Subject>and <Resource> ele-
ments. The input of the Web service is inserted

Figure 11. XACML response

in the ResourceContent, which is not needed for
this example. The “requestType” element in the
Web service input is mapped to “resource-id”
attribute of <Resource>. The Policy Enforcement
Point (PEP) somehow use the patient-id and get
the mail address of the patient to insert it into the
“urn:oasis:names:tc:xacml:2.0:resource:mailto”
attribute in this example.

XACML Response

Policy Decision Point (PDP) produces the re-
sult “Permit” because the subject has the role
“GeneralCareProvider” and he wants to access
SUMMARY-DISCHARGE, which is allowed
for this role in the policies. However, there is
an obligation that should be fullfilled in order
to give “Permit” decision. Figure 11 illustrates

<XACMLAuthzDecisionStatement>

<Result>
<Decision>Permit</Decision>
<Obligations>

w3.0rg/2001/XMLSchemat#string”>

w3.0rg/2001/XMLSchemat#string’/>
</AttributeAssignment>

w3.0rg/2001/XMLSchemat#string”>

</AttributeAssignment>
</Obligation>
</Obligations>
</Result>
</Response>
</XACMLAuthzDecisionStatement>

<Response xmins="urn:oasis:names:tc:xacml:2.0:context:schema:os”
xmins:xsi="http://www.w3.0rg/2001/XMLSchema-instance”
xsi:schemalocation="urn:oasis:names:tc:xacml:2.0:context:schema:os
http://docs.oasis-open.org/xacml/xacml-core-2.0-context-schema-0s.xsd">

<Obligation Obligationld="urn:oasis:names:tc:xacml:2.0:0bligation:email” FulfillOn="Permit">
<AttributeAssignment Attributeld="urn:oasis:names:tc:xacml:2.0:attribute:mailto” DataType="http://www.

<ResourceAttributeDesignator Attributeld="urn:oasis:names:tc:xacml:2.0:resource:mailto” DataType="http:www.

<AttributeAssignment Attributeld="urn:oasis:names:tc:xacml:2.0:attribute:mailsubject” DataType="http://www.

<SubjectAttributeDesignator Attributeld="urn:oasis:names:tc:xacml:2.0:subject:subject-id"/>
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the XACML Response message wrapped into
<XACMLAuthzDecisionStatement> element.
The Policy Enforcement Point (PEP) handles the
obligation by obtaining the “mailto” and “subject-
id” attributes and sending the e-mail to patient
address (mailto) which says that “Dr. Bob Barry
had accessed his record.”
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APPENDIX A:
WSDL OF RID WEB SERVICE

<?xml version="1.0" encoding="utf8"?>

<definitions xmins:http="http://schemas.xmlsoap.org/wsdl/http/’
xmins:s="http://www.w3.0rg/2001/XMLSchema”
xmlns:s0="http://rsha.org/ihe/[HERetrieveForDisplay”
xmins:tm="http://microsoft.com/wsdl/mime/textMatching/’
xmlns:mime="http://schemas.xmlsoap.org/wsdl/mime/”
targetNamespace="http://rsna.org/ihe/I[HERetrieveForDisplay”
xmlns="http://schemas.xmlsoap.org/wsdl/">

<types>
<s:schema elementFormDefault="qualified”
targetNamespace="http://rsna.org/ihe/I[HERetrieveForDisplay”>
<s:simpleType name="summaryRequestType”>
<s:restriction base="s:string">
<s:enumeration value="SUMMARY" />
<s:enumeration value="SUMMARY-RADIOLOGY" />
<s:enumeration value="SUMMARY-CARDIOLOGY" />
<s:enumeration value="SUMMARY-LABORATORY" />
<s:enumeration value="SUMMARY-SURGERY" />
<s:enumeration value="SUMMARY-EMERGENCY" />
<s:enumeration value="SUMMARY-DISCHARGE" />
<s:enumeration value="SUMMARY-ICU" />
</s:restriction>
</s:simpleType>
<s:simpleType name="ReturnedResultCount” type="s:positivelnteger” />
<s:simpleType name="SearchString” type="s:string” />
</s:schema>
</types>

<message name="RetrieveSummarylnfoHttpGetin”>
<part name="requestType” type="summaryRequestType” />
<part name="patientlD" type="SearchString" />
<part name="lowerDateTime” type="s:dateTime” />
<part name="upperDateTime” type="s:dateTime” />
<part name="mostRecentResults” type="ReturnedResultCount” />
</message>
<message name="RetrieveSummarylnfoHttpGetOut™>
<part name="Body” element="s0:string” />
</message>

<portType name="IHERetrieveForDisplayHttpGet”>
<operation name="RetrieveSummarylnfo”>
<input message="s0:RetrieveSummaryInfoHttpGetIn” />
<output message="s0:RetrieveSummaryInfoHttpGetOut” />
</operation>
</portType>
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<binding name="IHERetrieveForDisplayHttpGet” type="s0:IHERetrieveForDisplayHttpGet™>
<http:binding verb="GET" />
<operation name="RetrieveSummarylnfo”>
<http:operation location="/IHERetrieveSummaryInfo” />
<input>
<http:urlEncoded />
<finput>
<output>
<mime:content type="text/ntml” />
</output>
</operation>
</binding>
<service name="IHERetrieveForDisplay”>
<port name="IHERetrieveForDisplayHttpGet” binding="s0:IHERetrieveForDisplayHttpGet">
<http:address location="http://localhost/" />
</port>
<[service>
</definitions>
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